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Secure Elements at a glance ...

Secure Elements is dedicated to developing innovative products to evolve the way organizations
achieve IT security and compliance

0 We enable organizations to audit, evaluate, and comply with internal, industry, and regulatory

policies
U Venture Capital Funded L C5 Security Solutions
U Carlyle Venture Partners U C5 Enterprise Vulnerability Management Suite
1 DCM - Doll Capital Management [l C5 Alert Service

Ll C5 Enterprise Security Portal
U Founded 2003

U Markets Served

U Headquarters in Herndon, Virginia 0 Government

[ Regional US sales offices U Finance, Healthcare, Energy

U Strong industry & channel partners U Critical Infrastructure Providers
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http://www.google.com/webhp?hl=en

C5 Enterprise Vulnerability Management - Features

2 Asset inventory on-demand ) Enterprise security status [ Corporate policies

2 Security vulnerabilities & exposures| | 1 Compliance score by department | | 1 Regulated & industry specific

) Compliance score by asset ) Asset criticality vs. risk exposure . Standards & best practices

www.secure-element



~ Appreciation

“The hardest part of building a
software system is deciding what
to build." - Fred Brooks




 Many Sources of Knowledge

— Microsoft Windows Security Resource Kit
— http://www.securityfocus.com/

— http://sans.org (SANS Top 20)

— FISMA

— SOX

— CIS

— HIPPA

* Very Little is Action-able at an Enterprise level



http://sans.org/

Local Security Policy Settings WinXP WinXP Win2003 WinZOQB WinSrv2000 WinSrngOO WinPro2000 Win Pr02_000
Standalone Domain Standalone Domain Standalone Domain Standalone Domain
Account Policies
Password Policy
Enforce password history Yes Yes Yes Yes Yes Yes Yes Yes
Maximum password age Yes Yes Yes Yes Yes Yes Yes Yes
Minimum password age Yes Yes Yes Yes Yes Yes Yes Yes
Minimum password length Yes Yes Yes Yes Yes Yes Yes Yes
Password must meet complexity requirements Yes Yes Yes Yes Yes Yes Yes Yes
Store passwords using reversible encryption Yes Yes Yes Yes Yes Yes Yes Yes
Account Lockout Policy
Account lockout duration Yes Yes Yes Yes Yes
Account lockout threshold Yes Yes Yes Yes n Yes
Reset account lockout counter after Yes Yes Yes Yes An OVAI- CheCk EX|StS Yes
—
Local Policies
Audit Policy N\
Audit account logon events Yes Yes Yes Yes &~ Yes Yes Yes Yes | '\
Audit account management Yes Yes Yes Yes Yes Yes
Audit directory service access Yes Yes Yes Yes Yes Yes
Audit logon events Yes Yes Yes Yes Yes Yes
Audit object access Yes Yes Yes Yes Yes Yes
Audit policy change Yes Yes Yes Yes Yes Yes YES YES
Audit privilege use Yes Yes Yes Yes Yes Yes Yes Yes | /
Audit process tracking Yes Yes Yes Yes Yes Yes Yes Yes
Audit system events Yes Yes Yes Yes Yes Yes Yes Yes
User Right Assignment
Access this computer from Network Yes Yes Yes Yes Yes Yes Yes Yes
Act as a apart of the operating system Yes Yes Yes Yes Yes Yes Yes Yes
Add workstations to domain Yes Yes Yes Yes Yes Yes Yes Yes
Adjust memory quotas for a process Yes Yes Yes Yes N/A N/A N/A N/A
Allow log on locally Yes Yes Yes Yes N/A N/A N/A N/A
Allow log on through Terminal Services Yes Yes Ye N/A N/A
Backup files and directories Yes Yes Y Yes Yes
Bypass traverse checking Yes Yes Y S E P rOd uced - 40 O Yes Yes
Change the system time Yes Yes Yes—— Yes Yes
Create a pagefile Yes Yes Yes s Yes Yes Yes Yes
Create a token object Yes Yes = Yes Yes Yes Yes Yes
Create global objects SE SE —  |SE SE SE SE SE SE
Create permanent shared objects Yes Yes Yes Yes Yes Yes Yes Yes
Debug programs Yes Yes Yes Yes Yes Yes Yes Yes
Deny access to this computer from the netwo| Yes Yes Yes Yes Yes Yes Yes Yes
Deny log on as a batch job Yes Yes Yes Yes Yes Yes Yes Yes
Deny log on as a service Yes Yes Yes Yes Yes Yes Yes Yes
Deny log on locally Yes Yes Yes Yes Yes Yes Yes Yes
Deny log on through Terminal Services Yes Yes Yes Yes N/A N/A N/A N/A

www. secure-elements.com
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5 E¥M CommandCenter, - Compliance Home - Microsoft Internet Explorer provided by Secure Elements, Inc.

File Edit Yew Favorites Tools Help |
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[ Horme [ (A\ Compliance [ Repaorts [ Assets Management [ Vulnerahility Mapss=— L o \ |
| Adapt ReguNtory Standard | Perform Compliance Audit All of the content that the ]

Adapt Regulatory Standard - Step 1 of 4

system knows about that |
am allowed to adapt to the

enterprise

Benchmark Profiles Values

Adapt Benchmark - Step One - Select benchmark

Step 1 of 4 - Select Benchmark

Benchmark MName : [NIST-600-68-53-wWin<FPro_<CCDF_09152006

Benchmark Title: |SF 800-68: Guidance for Securing Microsoft Windaws =P Systems

* SP 800-68: Guidance for Securing Microsoft Windaws XP Systems for IT Professionals(NIST-800-68-53-4Wi _XCCDF_09182006.xml)
Secure Elements Best Practices Benchrmark - Windows 2000(se-win2k-Best-Practices-xocdf.xml)

Secure Elements Best Practices Benchmark - Windows Server 2003{se-win2k3-Best-Practices-xcodf.xml)
Secure Elements Best Practices Benchmark(se-wingp-xocdf. wml)

Secure Elements Best Practices Benchmark(services-zcodf.wml)
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E Vulnerability Welcome chevm_admin Logout CEM:ccurity feed
Management

Enterprise

Home [ Compliance [ Reports

Assets Management | Yulnerability Management | Remediation Management |

Adapt Regulatory Standard |

Perform Compliance Audit | Evaluate Results

Adapt Regulatory Standard - Step 2 of 4

Benchmark Profiles

Adapt Benchmark -

Step Two - Select profiles

Values

Step 2 of 4 - Select Profiles
Specialized Security-Limited Functionality-High SeleCt the
Enterprise-Low appllcable
Enterprise-Moderate pr0f||e§

Enterprise-High

Legacy-Low
Legacy-Moderate
Legacy-High
SOHO-Standalone-Low
S0HO-5tandalone-Moderate
SOHOD-5tandalone-High"
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Select Rule

O

Adapt Regulatory Standard - Step 3 of 4

Benchmark

Audi

Accou

FIPSC

[SEPETS

Some rules
may not be
applicable

ComainContr ationRequired
LOoAaPClientsSi
MTLM_SSP_| rsSessionSecurity
AllowISME isabled
AuditPolic sSucces=Only
Accountl, hreshold-10
sedClisntsSessionSecurity
ageTesxt
ssToGlobalobiects
jectAccessDisabled
cryptedSMBPasswords
RestrickCDROMAcCccessDisabled
CredentialsStarage
ScreenSaverGracePeriod
SignCormmnunicationsIfClientagress
DisableSbot3MarmacCraation
AuditPrivilegeUsaDisablad
DisablefutorunForallDrives
ZeroCachedPraviousLogons
AllowUndock withoutLoginDisablad
AuditObjeckiccessFailuraOnly
SignCormmnunicationsIfServersgreas

MarmmeRelasseRagquests

FestrictFloppyAccessDisablad

AnonyrmousEnurmerationOfaccountsandshares

= 2005 Secure Elements A1l Rights Reserved.

= Done

Values

Step 3 of 4 - Select Rules

[ Selectan | [ SelectMNone |

Title

Audit Account Login Success Snly

Account Lockout Duration

System cryptography: Use FIPS compliant algorithrs for encryption. hashing. and signing
Cormain member: Maximum machine account password age

Interactive logon: Require Domain Controller authentication to unlock workstation.
Metwork security: LDAP client signing requirements

Metwork security: Minimum session security for MTLM SSP based (incuding secure RPS) servers

MSS: (EnablelCMPRedirect) Allow ICMP redirects to override OSPF generated routes

Audit Policy Changes Success Only

Account Lockout Thresheld

Metwork security: Minimur session security for NTLM SSP based (incuding secure RPC) cliants
Interactive logon: Message text for users attempting to log aon

Audit: Aaudit the access of global systern obhjects

Auditing of Object Access is Disabled

Microsoft network cliient: Send unencrypted password to third-party SMB servers

Cevices: Restrict CO-ROM access to lacally logged-on user only disabled

Metwork access: Do not allow starage of credentials ar .MET Passports for network authentication
MSS: (ScreenSaver@racePeriod) The time in seconds befare the screen saver grace period expires
Microsoft network server: Digitally sign communications (if client agrees)

MSS: (MtfsDisableg@dotIMarmacreation) E nable the computer to stop generating 8.3 style filenames
Audit privilege Use Disablad

MSS: (MoDriveTypeAutoRun) Disable Autorun for all drives

Intersctive logen: Zerc pravious logeons cached (in case domain controller iz not swailabla)

Devices: Allow undock without having to log on disablad

Audit Ohjeck Access Failure Only

Microsoft network client: Digitally sign cormrmunications (if server agress)

MSS: (MoMameReleaseonDearmand) &llow the commputer o ignore NetBIOS name ralesse requests except from WINS
seruvars

Devices: Restrick floppy access to locally logged-on user only dizabled

Metwork sccess: Do not allow anenyrmous enurneration of SAM accounts and shares
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Adapt Regulatory Standard Perform Compliance Audit Evaluate Results

Adapt Regulatory Standard - Step 1 of 4

Benchmark Profiles

Values

Adapt Benchmark - Step On 2t henchrmark

Step 1 of 4 - Select Benchmark

Benchrmark MName @ |cis-gold-win2000-pro-xccdf

Benchmarlk Title: |'"Windows 2000 Professional Operating Swstem Benchmarks

f* windows 2000 Professional Operating System Benchmarksi(cis-gold-win2000-pro-xcodf.xmil)

" windows 2000 Server Operating System Benchmarks(cis-gold-win2000-srv-xcodf.x2ml)

" windows 2000 Professional Operating System Benchmarksicis-win2000-pro-xccdf-1.x2ml)

" wWindows 2000 Professional Operating System Benchmarksicis-win2000-pro-xccdf.xml)

" windows 2000 Server Operating System Benchmarksicis-win2000-srv-xcodf.=zml)

T Wwindows 2000 Operating System Level One Benchmarkicis-win2000-xccdf.=ml)

" windows XP Professional Benchmark{cis-winzp-xcodf.xml)

" 5P 800-68: Guidance for Securing Microsoft Windows XP Systems for 1T Professional(MIST-800-68-53-WinxPPro_xCCDF_08242006.=ml)
" Secure Elements Best Practices Benchmark - Windows 2000{se-win2k-Best-Practices-xcocdf.xml)

" Secure Elements Best Practices Benchmark - Windows Server 2003{se-winZk3-Best-Practices-xcodf.xzml)
" Secure Elements Best Practices Benchmark{se-winxp-xccdf.xml)

~

Secure Elements Best Practices Benchmark{services-xcodf.=zml)
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@ 2005 Secure Elements All Rights Reserved.
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\ Adapt Regulatory Standard \ Perform Compliance Audit Evaluate Results

Adapt Regulatory Standard - Step 2 of 4

" Benchmark Profiles

nt Bench

I Step Twio - Select profiles

Step 2 of 4 - Select Profiles
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[ Home [
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Remediation Management

Adapt Regulatory Standard

Perform Compliance Audit

Evaluate Results

o
2
)
o
ol

OMEEIONREEED

Rule Id

audit-dir-sruc-access-rul
profile-single-rul
systern-drive-progfiles-rk-rul
rmax-pw-age-rul
rmess-title-user-lagon-rul
sys-root-rsh-axe-rul
sec-log-retention-rul
dizable-auto-logon-rul
protect-dfit-gateway-rul
rmod-firmware-rul
alertar-rul

app-log-retention-rul

@ 2005 Secure Elements All Rights Reserved.

El Done

Adapt Regulatory Standard - Step 3 of 4

Benchmark Profiles

Values

apt Benchma

Step 3 of 4 - Select Rules

[ Selectall | [ SelectMone |

Title

Audit Direckory Service Access: Mot Defined

Profile single process: Administratars

¥ SysternDrive ¥\ Program Files\Resource Kit

Maximur Password Age: 90 days (as per major requirements)
Message Title for Users Atternpting to Log On: Warning: or custom title.
¥ SystermRoot¥\systern2 2 rsh. axe

Log Retention

Disable Autornatic Logon:

Protect the Default Gateway network setting:

Modify firrmware environment values: Administrators

Alerter Disabled

Log Retention

r Back Forward £

Owval Id
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OWALSSO0ZZZ2
OWALSI003Z2118
OWALS900441326
COWALSS00ZZ2424
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OWALSO0032215
COYVALSI004226
OWALS900411

OWALS9002Z2414
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Adapt Regulatory Standard - Step 2 of 4

Benchmark Profiles

Adapt Benchmark - Step Two - Select profiles

Step 2 of 4 - Select Profiles

W 5 DISa STIGS - Windaws Server 2003
[ C5 Specialized Security - Limited Functionality {S5SLF) for Member Servers
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Minimum Password Length
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— . ~ 3 (service_demand_start) T 0 ({service_boot_start) T 2 (service_auto_start) T 1 (service_system_start) ™ 4 (service_disabled)
— 3 (s
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~ 5.2 Application Management Service
compue T 3 (service_demand_start) T 0 (service_boot_start)
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™ 2 (service_auto_start) ¢ 1 (service_system_start) ™ 4 (service_disabled)

Cryptogl

— = ¢ ASP.MET State Service
once & 3 (service_demand_start) ¢ 0 {service_boot_start) T 2 (service_auto_start) T 1 {service_system_start)
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C

4 (service_disabled)

eReR EE COM+ System Application

o= (s
cieemme O 3(service_demand_start) T 0 (service_boot_start) T 2 (service_auto_start) T 1 (service_system_start) * 4 (service_disabled)

= (s

Diistribut

—~ =i COmputer Browser
oiserible | 3 (service_demand_start) O 0 (service_boot_start) & 2 (service_auto_start) © 1 {service_system_start) O 4 (service_disabled)

3 (s

Distributed Transaction Coordinator
T 3 (service_demand_start) { 0O (service_boot_start) ¢ 2 (service_auto_start) ¢ 1 (service_system_start] = <4 (service_disabled)
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Adapt Regulatory Standard Perform Compliance Audit Evaluate Results

Adapt Regulatory Standard - Step 1 of 4

Benchmark Profiles

apt Benchmark - Step One - I -hirmark

Step 1 of 4 - Select Benchmark

Benchmark Mame : |sewin2k-Best-FPractices-xccdf-03182006

Benchmark Title: [Secure Elements Best Practices Benchmark -Windows 2000

Windows 2000 Professional Operating System Benchrmarks(cis-gold-win2000-pro-xcocdf-09122006,<mil)
Windows 2000 Professional Operating System Benchmarks(cis-gold-win2000-pro-xccdf.=<ml)

Windows 2000 Server Operating System Benchmarks{cis-gold-winZ2000-srv-xcodf.=ml)

Windows 2000 Professional Operating System Benchrarks(cis-win2000-pro-x=ccdf-1.xml)

Windows 2000 Professional Operating System Benchmarks(cis-win2000-pro-xcodf.=ml)

Windows 2000 Server Operating System Benchmarks(cis-win2000-sry-xocdf.=ml)

il e e e e e e

Secure Elements Best Practices Benchmark - Windows 2000{se-win2k-Best-Practices-xccdf.xml)
Secure Elements Best Practices Benchmark - Windows Server 2003{se-winZ2k3-Best-Practices-xcodf.xml)

Secure Elements Best Practices Benchmark(se-winxp-xccdf.<ml)

el el e

Secure Elements Best Practices Benchmark(services-xcodf.xml)

Forward 2

SP 200-62: Guidance for Securing Microsoft Windows xXP Systems for IT Professionals{NIST-200-62-523-\WinxXPPro_XCCDF_091242006.xml)
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Enterprise
l 5 Vulnerability Welcome chevn_admin Logout security feed
Management
[ Home [ Compliance [ Reports | Assets Management [ Yulnerability Management | Remediation Management |
| Adapt Regulatory Standard \ Perform Compliance Audit Evaluate Results

Adapt Regulatory Standard - Step 2 of 4

" Benchmark Profiles Values

Adapt Benchmark - Step Twio - Select profiles

Step 2 of 4 - Select Profiles

¥ Secure Elements Best Practices Prafile - Windows 2000
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B & #@m | 2 search - Favorites 452 - ==

Coogle - -
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] options

- EGO

Lirks

>

Entery

Wlner:

W Wielcome cSevim_admin

Logout

E:ccurity feed

[ Horme Compliance | Feports |

Hssets Managerment

Wulnerabilit

Managerment

Rermediation Management

Adapt Regulatory Standard

Perform Compliance Audit

Evaluate Results

Adapt Regulatory Standard - Step 3 of 4

Benchmark Profiles

pt Benchmarlk

Local Security Policy Settings WinXP WinXP Win2003 Win2003 WinSrv2000 WinSrv2000 WinPro2000 WinPro2000
Standalone Domain Standalone Domain Standalone Domain Standalone Domain
Account Policies
Password Policy
Enforce password history Yes Yes Yes Yes Yes Yes Yes Yes
Maximum password age Yes Yes Yes Yes Yes Yes Yes Yes
Minimum password age Yes Yes Yes Yes Yes Yes Yes Yes
ini password length Yes Yes Yes Yes Yes Yes Yes Yes
Title Password must meet complexity requirements Yes Yes Yes Yes Yes Yes Yes Yes
B Crules Store passwords using reversible encryption Yes Yes Yes Yes Yes Yes Yes Yes
[ JLocal Security Policy Settings Account Lockout Polic
B0 Account Policies Account lockout duration Yes Yes Yes Yes Yes Yes Yes Yes
g Account lockout threshold Yes Yes Yes Yes Yes Yes Yes Yes
= | Pas=sword Policy [Reset account lockout counter after Yes Yes Yes Yes Yes Yes Yes Yes
Enforce Passwor Local Policies
. Maxirnurn PasswAudit Policy
Leve raglng Audit account logon events Yes Yes Yes Yes Yes Yes Yes Yes
. . Minimum P asswdAudit account management Yes Yes Yes Yes Yes Yes Yes Yes
indexing allows in Audit directory service access Ves Ves Ves Ves Ves Ves Yes Ves
inirmurn Passwg,—
o Audit logon events Yes Yes Yes Yes Yes Yes Yes Yes
us to pro\”de Password <ompl{Audit object access Yes Yes Yes Yes Yes Yes Yes Yes
Audit policy change Yes Yes Yes Yes Yes Yes Yes Yes
more Structure to Store Passwords [Audi privilege use Yes Yes Yes Yes Yes Yes Yes Yes
- =] Aeseurs Lodheus Audit process tracking Yes Yes Yes Yes Yes Yes Yes Yes
the content Audit system events Yes Yes Yes Yes Yes Yes Yes Yes
- =1 Lecal Policies
User Right Assignment
B =] Audit Policy Access this computer from Network Yes Yes Yes Yes Yes Yes Yes Yes
" . . [Actas a apart of the operating system Yes Yes Yes Yes Yes Yes Ves Yes
= =] Do Rz Sesi0 Add workstations to domain Yes Yes Yes Yes Yes Yes Yes Yes
- 3 Security O ptions [Adjust memory quotas for a process Yes Yes Yes Yes /A A /A A
N Allow log on locally Yes Yes Yes Yes /A A 1A IIA
B JEvent Log Policy Allow log on through Terminal Services Yes Yes Yes Yes A A A A
E-ClRestricted Groups Policy |§askupmes and directories Yes Yes Yes Yes es es es es
Bypass traverse checking Yes Yes Yes Yes Yes Yes Yes Yes
F-LSystern Services Policy Change the system time Yes Yes Yes Yes Yes Yes Yes Yes
. . n Create a pagefile Yes Yes Yes Yes Yes Yes Yes Yes
EIJ Registey Settings Policy Create a token object Yes Yes Yes Yes Yes Yes Yes Yes
. Hardening TCR IP Stack Create global objects SE SE SE SE SE SE SE SE
Create permanent shared objects Yes Yes Yes Yes Yes Yes Yes Yes
-3 Additional Registry Settings Debug programs Yes Yes Yes Yes Yes Yes Yes Yes
Bl CAFermissions Deny access to this computer from the network Yes Yes Yes Yes Yes Yes Yes Yes
Deny log on as a batch job Yes Yes Yes Yes Yes Yes Yes Yes
i | Registry Permissions Deny log on as a service Yes Yes Yes Yes Yes Yes Yes Yes
N o Deny log on locally Yes Yes Yes Yes Yes Yes Yes Yes
= File Permissinns Deny log on through Terminal Services Yes Yes Yes Yes N/A N/A N/A N/A
Fl-Ldother Hardening Settings L] aroup
=z Back Forward 2=
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. anE N\ .
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Yulnerabilities Home

Benchmark

Create Vulnerability Scan - Step One - Select Benchmark

Create Yulnerability Scan - Step 1 of 3

Platforms

Step 1 of 3 - Select Scan

Scan Title: |MyFirstvulnScan|
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Management
| Harme | Compliance | Reports | fissets Management | Yulnerability Management | Remediation Management
View Scan Definitions Create Scan Perform Scan View Scan Results
Yulnerahbilities Home
Create Yulnerability Scan - Step 2 of 3
Benchmark Platfarms
Create Vulnerability Scan - Step Twio - Select Platforms
Step 2 of 3 - Select Platforms
v Microsoft Windows 2000
[ Microsoft Windows 95
[ Microsoft Windows 98
[ Microsoft Windows ME
[ Microsoft Windows NT
W Microsoft Windows Server 2003
¥ Microsoft Windows XP
v
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Address |i§| htbp:/{10.0.10.10:3080/ SReportsifaces/jsp/vulnsicscanfcreateScanstep. jsp
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Links

x

Google - v‘ Gl search =) § Sizblocked " check - ° Autolink ~ e options & -
FS
Entarprise =
Vulnerability Welcome chevm_admin Logout [ ecurity feed
Management
| Home | Caompliance | Reports | fissets Management | Yulnerability Management | Remediation Management
View Scan Definitions Create Scan Perform Scan View Scan Results
Vulnerabilities Horne ™~
Create Yulnerability Scan - Step 3 of 3 What are these
Benchmark Platfarms thlngS anywaY?
Bs /—/
Step 3 of 3 - Select Rules
| SelectAl | | SelectNane |
Select Rule Id Title OvalId
ovaliorg.mitre ovalidef 4264 ISA Server Reverse DNS Lookup Results Spoafing ovaliorg.mitre ovalidefi 4264
ovaliorg.mitre, avalidefi 381 Server 2003 HTML Help Remote Code Execution Yulnerability ovaliarg. mitre avalidefi 381
owaliorg.mitre.ovalidefi1416 FTP Download Destination Tampering Yulnerability (Windows HP) ovaliorg.mitre,ovalidefi1416
ovaliorg.mitre, avalidef 231 SGL Server Extended Stored Procedure Pararmeter Parsing ovaliorg. mitre avalidefi 231
ovaliorg.mitre, avalidef 303 SGOL Server LPC Part Buffer Querflow ovaliarg. mitre, avalidefi 303
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<owval:descriptions-Buffer overflow in the DNS Client service in Microsoft Windows 2000 3P4, XP SP1 and SPZ, and Serwver 2003
</ovalimetadatas
<owval:criteria negate="false™ operator="0R">
<oval:criteria comment="WinzK,5P4" negate="false” operator="aND">-
<oval:criterion
conment="the wersion of dnsapi.dll is less than 5.0.2195.71007
negate="false" test ref="owval:org.mitre.owval:tst:130" />
<oval:extend definition
conment="indows 2000, 5P4 is installed™
definition ref="owval:org.mitre.owval:def: 229" negate="false" />
</oval:criterias
<oval:criteria comment="WinxTF,5F1l" negate="false" operator="AND">
<oval:criterion
comment="the wersion of dnsapi.dll is less than §5.1.2600.1863"
negate="false” test ref="owval:org.mitre.owal:tsc:i8l"/>
<oval:extend definition
comment="Tindows XF, 3Fl is installed”
definition ref="owval:org.mitre.owval:def:1l” negate="false"/>
</oval:criterias
<owval:criteria comment="WirnkP,3P2" negate="false" operator="AND">
<oval:criterion
comment="the wersion of dnsapi.dll is less than 5.1.2600.2935"
negate="false" test ref="owval:org.mitre.owval:tst:198" />
<oval:extend definition
conment="Tindows XF, 5P2 is installed”

Eile Edit Wisw Faworites Tools Help
&) Back ~ =] [&] «& S search <% Favorites %) - e B =
-‘:\C_IdressQhttDS:,l',l'lU.D.10.1D,I'CSREDDrtS,I'FaCES,I'iSD,I"\v'UlﬂS,l'VSEEII‘ICIEF,I’SEaHDEta“.jSD v| G0 Links **
'CDEJg].E-—| vl &) search -~ @ w2 Ehizblocked | A8F Check =~ o Fd options 5 &y -
E
Enterprise =
Wulnerakility walcome Logout Mz ecurity feed
Managesment
[ Horme | Compliance Reports | Assets Managerment | wulnerahility Manaoerent | Rermediation Managerment |
| View Scan Definitions Create Scan Perform Scan | View Scan Results
Baclk
Scan-serverZ003-T1-ALL Details
Rule Details : oval:org.mitre.oval:def;: 722
Namespace : http: ffoval . mitre.org/f=<mMLSchemafoval-definitions-5
Source = windows tg-oval.=ml
Test Id
Reference Raw XML feRml wersion="1.0" encoding="UTF-8"7>
Affected Family £oval:definition id="owal:org.mitre.oval:def: 723" xmlns:owal="http:/soval.nitre.org/MLichenasoval-definitions-5">
Affected Platforms <owval:metadata:
<owal:title>DNS Client Buffer Owerrun Vulnerability</fowval:title>
Affected Products <owval:affected fawily="windows™>
Pseudo Code <oval:iplatform=Microsoft Windows 2000« /oval:platforms
<oval:platforn:=Nicrosoft Windows XP</fovaliplatforme
<oval:platform=Microsoft Windows Serwver 2003« /oval:platforms
<oval:product>Operating Systen</oval:products
</oval:affected>
<oval:reference ref i1d="CVE-Z006-3441"
ref_url="http://cve.mitre.org/cgi-binscvenane. cgifnane=CYE-2006-3411l" source="CVE" />
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» Adapted Compliance Content
v Various Sources

» Created A Vulnerability Scan
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Vulnerabilities Home

Perform Yulnerability Scan - Step 1 of 3

Platforms

Benchmark
Ferform Yulnerability Scan - Step One - Select Benchmark

Step 1 of 3 - Select Scan
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Vulnerability Welcome cSevm_admin Logaut LE3security feed
Management
Home [ Compliance [ Reports | Bssets Management [ Vulnerability Management [ Remediation Management
View Scan Definitions Create Scan Perform Scan View Scan Results

Yulnerabilities Home

Perform Yulnerability

Platforms Assets

Benchmark

Deep asset knowledge + metadata

Ferfarm Yulnerability Scan - Step Twio - Select Platforn

Step 2 of 3 - Selec

W Microsoft Windows 2000(4ssets: 10)
W Microsoft Windows XP{Assets: 2]
W Microsoft Windows Server 2003(Assets:3)
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Address |fé:| htkp: /10,0, 10, 1018080/ SR eports/Faces/jspfvulns/pscan/performacanstep?, jsp
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Google - v| G osearch ~ Q) 0 Sizblocked ¥ check - O Autolink - e options & & -
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Enterprise =
Vulnerability Welcome chevm_admin Logaut [ e curity feed
Management
Home | Compliance | Reports | Assets Management | Yulnerability Management | Remediation Management
View Scan Definitions Create Scan Perform Scan View Scan Results
Yulnerabilities Horme
Perform Yulnerability Scan - Step 3 of 3
Benchmark Plattorms
Perform Yulnerability
Step 3 of 3 - Select Assets |
| SelectAll | | SelectNone |
Select  Host Name IP Address 0s Type 0% ¥Yersion Criticality Status
|:| WZKPRO-SP3-YM3 102,231,229 Microzoft Wwindaws 2000 Professional Service Pack 3 (Build 2195) Medium Protected
WZKPRO-SP1-yM2 102,233,235 Microzoft Wwindaws 2000 Professional Service Pack 1 (Build 2195) Medium Protected
WZKPRO-SP4-yM3 102,242,214 Microzoft Wwindaws 2000 Professional Service Pack 4 (Build 2195) Medium Protected
W2KPRO-SPO-YM2 i0,2,245,238 Microsoft Windows 2000 Professional (Build 2195) Mediurm Frotected
|:| W2KSRY-SP3-VM2 10,2,241, 246 Microsoft Windows 2000 Server Service Pack 3 (Build 2193) Medium Protected
WZKPRO-SP3-yM2 102,234,233 Microzoft Wwindaws 2000 Professional Service Pack 3 (Build 2195) Medium Protected
v
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Benchmark

Platforms Assets

Perform
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Scan in Progress
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[ Home [ Compliance [ Feports [ fAssets Management Vulnerability Management [ Femediation Management |
\ View Scan Definitions Create Scan Perform Scan \ View Scam Results \
|Uu|nerab|l|tles Haorne Wiew Scan Results ‘
Scan Summary Vulnerabilities By Platform
Property Yalue
Name vulnerability-scan-115620185887 3, xml 1-
Source vulnerability-scan-115620185887 3, xml
Applied By cSevrn_admin
Start Time Man, 21 Aog 2006 11:23:13 PM GMT §
Status In Progress %
# of Assets 1z E
# of Vulnerabilities 1 §
=
u p
Flatforms
E scan-profile-1 Wl scan-profile-2 @ scan-profile-3
Compliance Assessment Evaluation - Benchmark Task Details
Start time Completion Status # of Assets # of ¥ulnerabilities
Mon, 21 Aug 2006 11:22:25 PM GMT 0% 7 a
scan-profile-2 Mon, 21 Aug 2006 11:23:21 PM GMT 100 %% 3 1
scan-profile-3 Mon, 21 Aug 2006 11:23:13 PM GMT 0 % z a
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ok -| Drill down on those assets | — g 3
e @ that have this vulnerability | .. VB |k >

Google - —r— Zblocked "% Check + o e options & & -

Enterprise

vulnerability welcome cSevmi Remediation for this Vulnerability

Management

7
[ Haome Compliance / Reports |  Assets Management | Yulnerability Managerment/ _diation Management |

VYulnerable &ssets Remediatfons{ 5}

Yulnerability Detail

iD ovaliarg.mitre.oval:def: 1509 CYE ID CVE-Z006-0025

Scanner oAl Severi Medium

Name
Excel 2003 Remote Code Execution via Malfarmed File Farmat
Brief descripton

Unspecified vulnerability in Microsoft Excel 2000, 2002, and 2003, in Microsoft Office

SP3 and other packages, allows user-cormplicit
attackers to execute arbitrary code wia a BIFF parsing formiat file containing malformmed

ER.R recards that lead ta
Detail description
Unzpecified vulnerability in Microsoft Excel 2000, 2002, and 2003, in Microsoft Office 2000 SP

attackers to execute arbitrary code via a BIFF parsing format file containing malformed BOOLE
probably involuving invalid pointers.

ther packages, allows user-camplicit
ds that lead to rermory corruption,

Observaton
null
Recommendaton

null
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Asset based Compliance Assessment - Step 1 of 4

Step 1 of 4 - Select Assets

[ Select All ] [ Select None ]

Host Mame

FreeBSD (1]
Limus [2]
DBTESTL
DewTESTL
Mac &S (1)
Mac-host

Solaris (3]
Solaris-hostl
Solaris-hostz
Solaris-host3

windows (15]

Microsoft Windows 2000 Advanced Server (2]

Microsaft Windows 2000 Professional (5]

Microsoft Windows 2000 Server (2]

Microsoft Windows Server 2003 Family, Standard Edition [3)

GOGLDD

Microsaft Windows HP Professional(3)
WHPPRO-SPO-YWM3

W HPPRO-SP2Z-WM3

W HPPRO-SPL-WM3

Forward 75

IP Address

19z,

13z,

19z,

19z,

19z,

19z,

10.2.250.192

10.2,.251.196

10,2, 249,200

168,

168,

168,

168,

168,

168,

130,

1=0.

131,

131,

131,

131,

196

137

140

35

36

37

0S5 Yersion

SUSE LIMUX Std Server

SUSE LIMUE Std Server

Mac OF X wersion 10.1.5

Suns 5.9 Generic May 2002
Suns 5.9 Generic May 2002

Suns 5.9 Generic May 2002

(Build zeoo)
Service Pack 2 (Build 2600

Service Pack 1 (Build 2600

CriticalityStatus

High

High

Highest

Highest
Highest

Medium

Highest
Medium

Highest

Protected

Disconnected

Protected

Dizconnected
Fegisterad

Protected

Registered
Protected

Fegisterad
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By leveraging indexing information gElc v B
and our deep asset knowledge we T eeearity foeg

are able to derive those benchmarks
that are relevant for the assets
[ 4 selected ce Audit | Evaluate Results

¥ nent - Step 2 of 4

| Yulnerability Management [ Remediation Management |

elect Benchmark

(cis-gold-win2000-pro-xccdf.=ml)
|d-win2000-sry-=codf.zml)

Windows 2000 Professional Operating Sy
Windows 2000 Server Operating System Ben
Windows 2000 Professional Operating System B cis-win2000-pro-xoodf-1.:ml)
cis-win2000-pro-xocdf.xml)

2000-sry-wcodf.=ml)

Windows 2000 Professional Operating System Benc
Windows 2000 Server Operating System Benchmarks (c
Windows 2000 Operating System Level One Benchrmark (ciNwin2000-xccdf.xml)

* SP 200-62: Guidance for Securing Microsoft Windows XP Systems for 1T Professional (NIST-800-68-53-WinXPPro_XCCDF_02242006.:ml)

& 7T Ty Ty T Y

Secure Elements Best Practices Benchmark - Windows 2000 (se-win2k-Best-Practices-goodf . xml)
Secure Elerments Best Practices Benchmark - Windows Server 2003 (se-win2k3-Best-Practices-xoodf.wml)

Secure Elements Best Practices Benchmark (se-winxp-sccdf.xml)

Y Y D

Secure Elements Best Practices Benchmark (services-xoodf.=ml)

xBack Forward ¥7
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SEVM - Compliance Home - Microsoft Internet Explorer provided by Secure Elements, Inc.
Fle Edt Yiew Favorites  Tools  Help
() Back ~ W @) (0 Fseach TrFavtes £ (- I §

Address ej httpef110.0,10,10:8080/ c5Reports/Faces/ jspfcompfaudt/auditsteps. jsp
Google - v |G search * ) ) Shizblocked ¥ Check - % utolink ~ Options
g ¥ N

[ Ente prise
E Vulnerability Welcome chevm_adrmin Logout (s ecurity feed
Management

fissets Management Yulnerahility Management Remediation Management

| | Compliance

Adapt Regulatory Standard Perform Compliance Audit Evaluate Results

I[iu.mplliqncle_I_*.Islseslsmle.nlt & I n FII:IIJ gress

Benchmark Credentials

Cornpliance Audit - Step Six - Perform compliance audit

Assessment in progress

Go to Compliance Home
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C5 EVM CommandCenter. - Com nce Home - Microsoft Internet Explorer provided by Secure Elements, Inc

File Edit Wiew Fawvorites Tools Help

) Back ~ ¥ & dm | O search Favorites 2 - i 1 B 3
Address @] hitpsi 0.0.10.179/CommandCentenfaces/iassetBasedOps jsp w aGD Links > & -
Enterprise
Vullnerakbility Welcome cSevm_admin Logout s ecurity feed
Management
[ Home Compliance Reports | Assets Management Yulnerability Managerment [ Remediation Management |
| Adapt Regulatory Standard Perform Compliance Audit Evaluate Results

Asset based Compliance Assessment - Step 3 of 4
Step 3 of 4 - Answer questions

Please answer the following questions for Master Windows XP profile
1.1.1 Has your organization performed a risk analysis and assessment{s) to identify vulnerabilities and threats?

* TRUE © FALSE ¢ UNKMOWHN
1.1.2 Has your organization created an information security policy?

& TRUE 7 FALSE ¢ URNKNOWHN

1.1.3 Has your management team delegated a person or team to be responsible for creating and implementing the organization's information security paolicy
(procedures, standards, guidelines, and baselines)?

& TRUE 7 FALSE ¢ URNKNOWHN

1.1.4 Has your arganization implemented an information classification model for data’?
{Business classifications: Confidential, Private, Sensitive, and Public; or Military classification: Top Secret, Secret, Confidential, Unclassified).

& TRUE 7 FALSE ¢ URNKNOWHN

1.1.5 Dwoes your [Torganization practice separation of duties?
* TRUE ¢ FALSE © UNKMOWHN

1.1.6 Does your organization implement a Security Awareness training program??

& TRUE 7 FALSE ¢ URNKNOWHN

<ZrBack Forward £
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Ele Edit View Favorites Tools Help

Qobak - & - M A €| P search

-

‘7 Favorites  42) - i 3

Address |§b| https:ff10.2.2,11)CommandCenter/Faces/jsp/compeval/benchmarkT askSumnmary . jsp

GDEngEv| vl |G/ sear

Enterprise

“ E Opkions ._W-'

Secure Elerments Best Practices B

Secure Elements Best Practices Ben

Secure Elements Best Practices Bench

Secure Elernents Best Practices Benchm

5P 800-65: Suidance for Securing Microso
Professional

@ 2005 Secure Elements All Rights Resenred.

Secure Elermments Best Practices Benchmark

Secure Elements Best Practices Benchrmark -
Secure Elernents Best Practice\\Benchmark -

Secure Elements Best Practices chrark -

All Benchmarks that
have been run, are
scheduled to run, or

I °'C U770 NOW

Windows Server 2003 cSevrn_admin Thu, 7 Sep 2006 05:32:23 PM GMT
Wwindows Server 2003 cSevrn_adrmin Thu, 7 Sep 2006 03:32:08 PM GMT
Windows Server 2003 cSevrn_admin Thu, 7 Sep 2006 05:31:38 PM GMT

windaws 2000 cSevrn
Windows 2000 cSevrn

cOevrn
dows Server 2003 cIevm
= ®P Systems for IT

cSeurn

cIevm

_admin Thu, 7 Sep 2006 03:55:38 PM GMT

_admin Thu, 7 Sep 2008 03:55:30 PM GMT

_admin Wed, & Sep 2006 05:28:41 PM GMT

_admin wWed, & Sep 2006 02:126:09 PM GMT

_admin Wed, & Sep 2006 07:57:50 PM GMT

_admin wWed, & Sep 2006 07:55:33 PM GMT

out of Cormnpliance B In Compliance

[ [<] (]l

kords found, displaying 10 records, from 1 to 10, Page 1/ 1

Wulnerability 0 chevm_ admin Logout (RSS - PP rity feed
Management WhO applled them
[ Home [ Compliar Assets Management [ ulnerability Management [N Remediation Management |
| Adapt Regulatory Standard N_ \ Perform Compliance Audit Evaltte Results
Compliance Home \
C}\ \ance Assessment Evaluation by Benchmark
Benchmark A&d By Starttime Completi Status % of assets Score
Secure Elements Best Practices Benchmark cSevrn_admin Thu, 7 Sep 2006 05:35:02 PM GMT In Progress oo %

In Progress

Mot Started

Mot Started

Expired

Expired

Cormpleted

Cormpleted

Cornpleted

Cormpleted

zuppart | about us | contact us

/What was the score for all

100 3%

What is happening
with them at this
moment

63,21070098876935 %

32818604 %

those that have completed
or what is the score now for
the ones in progress

£

&

S @ rtemet




C5 EYM CommandCenter. - Compliance Assessment Results - Microsoft Internet Explorer provided by Secure Elements, Inc.

Fil= Edit \jew Favorites Tools Help L
QeBack -~ ) - [¥ [@] (n O search FrFavorites €8 (- fa B £ 3
\ |2 N
| Address |;§| https:fi10.2.2.11/CommandCenterfaces)jspfoomp/eval/benchmarkT askSummary . jsp V| Go Links
| Gcmgle - | vl |G Search ~ ) @ @ 12 blocked "'5-‘: Check = “o EOptions & '@ -
Enterprise
Wulnerability Welcome cSevm_admin Lagout LEWsecurity feed
Management
[ Home [ Compliance [ Reports [ Assets Management [ vulnerability Management [ Rermedistion Management |
\ Adapt Regulatory Standard \ Perform Compliance Audit Evaluate Results |
. -
‘Compllance Home Evaluate Home ‘
Benchmark Summary Score By Profile
Property ¥alue
Mame Wwindows Z000 Professional Operating Systemn Benchmarks 54
Source cis-gold-winZ000-pro-xccdf, =xml
Applied By cSewrmn_admin 44
Start Time Tue, 12 Sep 2006 11:128:43 PM GMT
; Status Corpleted n
| oo
1 # of Assets 5 § 3
out of Sompliance NN 100 % assets
In Compliance |0 % assets 21
Score I s 2333320617676 %
1 -
0 p
Profile
@ In Compliance B Out of Compliance
Compliance Assessment Evaluation - Benchmark Task Details
Profile Start time Completion Status Total Assets Result Score
|
Lawel II Tue, 12 Sep Z006 11:18:43 PM GMT 100 % 5 l0 % 4 I s cE3IZ0617676 %
B out of Compliance B In Cormpliance
1 Records found, displaying 1 recards, frormm 1 €0 1, Page 17 1
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Microsoft Internet Explorer prowvided by Secure Elements

e Summary

File

€D Back ~ &2

Edit  ieww

Favorites Help

= = e Search ¢ Favorites

= =~

[F SN

Address | @] htkps:/f10.2. 2.1 1 /CommandCenter/Fass—""""

Enterprise
wullnerability
Management

Percentage of rules that

[ Horme

I Comg

passed and failed

\
[ Adapt Regulatory Sty

|C|:|rr||:|||anc:e Horme

—T——vre=rform ¢

S

Lirks

F=

-@-

n__admin

Logout

~~Of those assets that are out

Eets Managerment

Yulnerabilit

of-compliance what is the

Mana

i

—

Assinnal Operating Systerm Benchmarks

distribution of their asset

In Cormplisnce

Scare

E-aluate Home windo
Profile Summary /
[ t wal
roperty alue 100 |
Marne Lewel 11
windows 2000 Professional <p et = 80 4
Benchmark =
Benchmarks £ o
Applied By cSeurn_adrmin = 1
Start Tirme Tue, 12 Sep 2006 11:12:43 Ay = 40
Sornpletion
o 100 =% 20
# of Assets s ol = i

I 100 3t as

O acct-lockaut-po
O aud

Il o3t assats
I S5, 2333320617

[

n-sec-opt-g

y-grp-0 % O acct-poli
—acct-policy-grp-11 % B audit-policy-grp-
M event-log-grp-0 % O file-reg-aud
Bl maj-pack-hotfix-reqs-grp-0 % B maj
p-44 %8 @ min-sec-set-grp-27 %
Oscity-log-grp-0 % [ secu

criticality

Percentage of
assets under
evaluation

add-reg-grp-8 %

awail-srvs-grp-0 %

—grp-100 % eg-perm-grp-95 %
= t-acct-pal

eqs-100 % Hl perm-

sec-set-g

noau

ver le

ty-settings-grp-27 % rvice-packs-ho

causing more failures
than others?

es-grp-50 %

Crowup

Is there a rule that is

—arp ahts-grp-96 %

veg-perm-grp-100 % O r
o %

\ |

—
1
I

/A

\ /[
\/

\ | /

FRules By Resulds {(in %)

Asser count va’esults {in %)

_4 100

Error Rules by As T Criticality

4
@ Pass:60 @ Error40 @ Out of Com pliance:100 @ Medium:4 @ High:l
Top 20 Out of Compliance Assets Top 20 Failing Rules {(by # of assets)
Host MName IPF Address # fa ng rules Score Rule Id Title Owal Id # of
W ZKPRO-SP1-WMZ 10.2.233.235 =0 S2.FEEFFZ0OELFEFE SSTEES
W ZKPR O -SPE-WME 10.2.234.233 =0 S52.ZZBEFFZ0E1TFEFE “L:m’p"e”"c'gon’cad"e’ Murmmber of Previous Logens to Cache: O Ol EE00EZ119 s
ru
WEKPR OG-SR Z-WME 10.2.254.213 =a 55.3333320617676 . . b
Y E KPR O S P - E 1o.z.zS1.221 s Sa.E1ET2S3325195 eSS RSR SIS =EInErS MetMasting Remote Desktep Sharing Disaklad owALSs00419 E]
SCla-CRASLE 10.0.10.171 ez 5£F.156560351S625 - - Slea=oEc=
EEAEE suvent-log-siza- L Event Log Size cuAaLPI00ZZaE1 s
audit-abi-access-rul Audit Objact Accass CwALSS00221S s
int-conn-sharina-rul Internet Connection Sharing Disabled CwalLIS0041F E]
mess=na=r-rul Messenger Disabled cwalssonsls s
dizable-sutoplay-user-rul Disable autoplay for the current user: WAL 00F RS =
audit-sys-=vnt-rul Audit System Events: Success and Failure Swal9sonzzio s
allow-system-shut-wo- Allow System to be Shot Down wWithout Having to ERINLOOEEEEEE -
leE@mors Log ©n: Disabled
=nsure-icmp-routing-rul  Ensure ICMP Routing wia shortest path first SwalLSS00EZE1E s
What assets are S oo g Rermot = Registry Service Dizabled Sualss004110 =
in the most sys-legoretentlon-meth- | o4 Ratention Mathod cwaLmzo0z2433 s
m clear-virt-mem-shutdown- Clear Wirtual Memory Pagefile When Systern Shuts 0 oonoszia =
rul Cown: Enabled
trouble disable-dialin-rul Disable Gial-in access to the serve CWALSSO032ZS s
suppress-watsan-rul Suppress Dr. Watson Crash Duraps: SwALSSO03221 s
ensure-router-disc-rul Ensure Router Discovery is Disabled: CWALSSO0Z2220 s
fflc"og"'e*e“t'o“’”"Eth’ Log Retention Method CAAL B R00ZZ42 2 s
rename-gusest-acck-rul Ré:‘:s"t"e Swo=E AFERUEE £6a volua eEhor Eror CAWALSR00EZ1ZE s
sec-restrict-guast-rul Restrict Guest Accass CwAlLSS00z2422 s
dissble-cd-autorun-rul Disable CO Autorun: owal9S00IzE11 E]
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FILE EDIT VIEW GC BCOOKMARKS JToOLS HELP

@-» -5

MP/EVAL SCAMNTASKDE

@ L] HTTPL /182.168.15.10:2080. COSREPORTS/FACES, JEP./

Enterprise

Wulner:

ity

-1|“r|r5€““¢““r

Home I

Compliance

What changed? I

Compliance H luate Home

Any remediations applied, bypassed? | [~

Welcome chevm_admin

<
Any Vulnerabilities
discovered lately?

A

Summary
HostName WZ2KSSP4-C5DEMO Status
IP Address 192.168.15.135 Criticality
Sensor Version 2.0.0beta:17:42:54:May 19 Confidence

arval =il
al -1

Standard Surve

Detail Survey I
Asset History

OS Type
Microsoft Windows 2000 Server

Secure Elements Best Practices Benchmark - C5 Best Practices

Score
S52.238803286325254

Rule Id
proefile-single-rul

system-drive-progfiles-rk-rul

OS5 Version
Service Pack 4 [Build 2195)

Remediation Strategy
Boot Time

Vulnerability History
Operating System & BIOS

BIOS Vendor
PhoenixBIOS 4.0 Release 6.0

Compliance Assesm

Total Rules
208

Failing Rules

Title
Profile single process: Administrators

SaSystemDrivedo\Program Files\Resource Kit

Evaluate

ofile {(aka MS

Remediation Management

0:00:00.0

Remediation History

, BN
This asset was
evaluated against 208
rules of which 123
failed

S

sys-root-rsh-exe-rul SaSystemRootithsystem3 2\ rsh.exe OWVALISOD44136
moad-firmware-rul Madify firmware environment values: Administrators OWVALISOD4226
system-drive-ntdetectcom-rul SaSystemDrived\ntdetect.com OWVALISOD4418
hklm-system-ces-hardvare- profilas-rul HKLM\Systerm\CurrentControlSet\Hardware Profiles OVALS90044217
sys-root-sp-uninst-rul SeSystemRooti\$NtServicePackUninstall$ OWVALISO044121
system-drive-msdossys-rul SaSystemDrivet\msdos.sys OWVALISOD4416
hklm-system-cs001-rul HKLM\System\ControlSet001 OWVALISOD44212
hklm-system-ccs-ctrl-sps-winreg-rul HEKLM\System\CurrentControlSet\Control\SecurePipeServers\WinReg OWVALI900442140002
sys-root-regedit-exe-rul ZSystemRootinregedit.exe OWVALISO0D44133
hklm-software-msft-wincv-installer-rul HKLM\Software\Microsoft\Windows\CurrentVersion\Installer OVALIS004428
=y=-rooct-rainstallbackups-rul SuSystemRootithsystem32\rainstallbackups OVALS90044145
increase-quotas-rul Increase guotas: Administrators OWVAL99004218
system-drive-iosys-rul SaSystemDrivedtlic.sys OWVALIS004415
allow-eject-remowv-ntfs-rul Allowed to Eject Remowable NTFS Madia: Administrators OWVALISO0Z213
sys-rooct-debug-usermode-rul SeSystemRoot\DebugiUserMode OWVALISOOD44124

hklm-system-cos-ctrl-wmi-security-rul
Bl £ P I

HELMYSyst em\CurrentControlSet\ControlWMIWSecurity

[ETEIR TN Ie L Ra RV aArin = ) Py Diali

OVALIS00D44215

COEAL BEONAADT




File Edit Wiew Faworites Tools  Help

QBack - O [# & o O search <rFavories £ (3~ ih (I N §
Address @ https:/i10.0.10.179)CormmandCenter/facesiispirepofrepozd.isp V| Go Links > @ b
Google - | v | |G| search ~ @ 5P Bhizblocked % Check v o | el options

Enterprise
Vulnerability YWelcome coevm_admin Logout Esecurity feed
Management

Home [ Compliance Reports I Assets Management wulnerability Managerment [ Rermediation Management
Available Reports Report Criteria
Executive Reports A =
B2 . sset Compliance
Asset Remediation Executive Report p
Detected Yulnerahilities Detailed Report The fzzet Coampliance report provides cormpliance score for an asset,
Enforced Policies Detailed Report
MNumberof Controlled Assets with Policy Wiolations ccify the asset selection criteria
Executive Report |.ID 2 981 271 |
Hurnber of Controlled Assets with Yulnerahilities Ny IF Addrezz

Executive Report
Mumber of Wiolations Executive Report

Percent of Controlled assets with Policy Wiolations £ By Group
Executive Report

Percent of Controlled Assets with wulnerahilities
Executive Report Fun Report
Percentage of Wiolations Executive Report
wiolated Policies Detailed Report

wulnerahbility and Policy Compliance Assessment

- By Host Mame | |

Standard Reports
Software Inventory
Alert View

Applied Policy Wiew
Asset Detail View
Asset Log Wiew
Retired Asset WView
Asset Uptime View
Audit Log Yiew

CSEWM Users Wiew
Installed Application Yiew
Installed Patch Wiew
Killed Process Wiew
Running Process Wiew
Ungrouped Asset Wiew
wiolated Policy wiew
wulnerahility wiew
Asset Compliance

@25 Sacure Flameants &l Richts Resarrad snooortl abaut o= | cantact s



File Edit Wew Favorites  Tools  Help

-J Back - .ﬂ .Ell ‘ Search Favorites 4 - t ,},'(, 3
Address ﬁ'] https:ff10.0,10, 179 CommandCentet,Faces/ispreporepozs. jsp v Bco Links ®
G:}.JSIE - ¥ |G search ~ D Q‘;} @I 12 blacked "5,‘: Check = o E Options '@ v
Enterprise
l Vulnerability Welcome chevm_admin Logaout security feed
Management
[ Home [ Compliance Reports [ Assets Management Yulnerability Management [ Remediation Management
Summary
HostMame WZKPRO-5P4-y M2 Status Disconneded
IP Address 10.2,251.221 Criticality High
Sensor Yersion 2.0,0beta:12:11:55:Aug 16 2006 Confidence High
05 Type Micrazoft Windows 2000 Prafezzianal Remediation Strategy Intervention
05 Yersion Service Pack 4 (Build 2195)
Benchmarks Summary
Benchmark Applied By  Start time Completion Status Score
re Elerments Best Practices Benchrark - Windows 2000 cSevrm_admin  Thu, 7 Sep 2006 03:55:38 PM EDT In Progress | 0,0 %
Se Elernents Best Practices Benchrnark - Windows 2000 cSevrn_adrmin  Thu, 7 Sep 2006 03:55:30 PM EDT In Progress | 0.0 %
Secure Elements Best Practices Benchmark - windows 2000 cSevrn_admin  Wed, & Sep 2006 07:55:33 PM EDT complated N 29,5248854064941 %
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=N Asset Compliance

~Detalled Asset Compliance Report

rosoft Internet Explorer provided by Secure Elements

@) Back -
Address
CGoogle -

Tools

ZE & | J

Help

Search

~||| [S] search

Favorites

e - = P

4] https:§f10.0.10.179/CommandCenter fFaces)ispfrepofasset ComplianceSummaryReport . jsp

- @

ABC

=1 12 blocked L Check T A

] options F

Welcome cSewrm__admin Logout

CEEsecurity feed

Home

Compliance

I Feports I Assets Managerment Vulnera

Management

I Femediation Management 1

HostMame

IP Address
Sansor Yarsion
oS Type

0S5 Wersion

Score
39.5348554064941

Rule 1d
audit-dir-srec-access-rul
rax-pw-ags-ral
tep-allowed-parks-rul
sec-log-retention-rul

protect-dflt-gateway-rul

windows-installer-rul

alartar-rul

app-log-retention-rul
kerbaras-kay-dist-rul
iis—admin-srvc-rul
disable-aute-debug-rul
cormputer-browser-rul

qos-rsep-whkstn-ral

s dte-rul

qos-rsup-swr-rul
syn-attck-protect-retried-rul

dhcp-client-rul

messengar-rul

renarme-guest-acck-rul

distrib-link-client-rul

wrmi-driver-ral
hklm-system-
currentcontrolset-control-
contentinde-rul

rermouable-storage-rul

protected-storags-rul
sys-restrict-guast-rul
hkirm-systarnn-
currentcontrolset-services-
tepip-rul

utility-raansger-ral

manages-kesp-alive-rul

telmet-rul

Summary

W EKP R S-SR d w2 Stabus Cisconnected
10.2.251. 221 Criticality Hiah
=.0.0bets:12:11:5SS:450g 16 2006 Confidence Hiah

Microsoft windows 2000 Professional
Service Pack 4 (Build 2195)

Remediaton Strategy Interuvantion

Compliance Assesment against the
Secure Elements Best Practices Benchmark - Windows 2000

Total Rulas
=251

Failing Rulas
1se

Failing Rules

Title
Audit Directary Service Access: Mot Defined
Maxirmmurn Password Age

ToP aAllowsd Ports are Enabl =d: HELMySystemh CurrentControlSethService s TopiphParameters\TCPAllowadFP orts
(REG_DWORD) 1

Log Retention

Protect the Default GSateway network setting:

HELM\Systermi SurrentControlSet,Servicesy TopiphPararmetersiEnablebeadaWwhetect (REG_DWORD) O

windows Installer — Disabled
Dizablad

Log Retenticn

Alerter —

Kerbaras Key Distribution Center — Disablad

I1IS Admin Service — Disabled

Disable Autornatic Execution of the Systern Debugger:
NT.CurrentiersionhAEDebughsuts (RES_DWORD) O

Disabled

HKLMY S oftwareyMicrosofth wWindows
Cormputer Browsser —
QoS RSWP — Disabled

Distributed Transaction Coordimatar — Disablad

S os Admis n Control (RSWP) — Disabled

SwH Attsck protection — Mansge TCP Maxirmurs half-apen retried sockets:
HELMLSystarmhCurrentCantrolSef,Seruica s\ TopiphPararmetarsh TepMaxHalfoOpanratriad (REG_DWORD) 20 or 200
DHCP Client — Disabled

Disablad

Rename Suest Account: Any value other than

Messanger —

cEuest’

Distributed Link Tracking Client — Disabled

windows Managerment Instrumentation Driver Extensions — Disabled

HELM\Systerm\ CurrentControlSethContrehContentInd=x

Rermousable Storage — Disablad

Frotected Storage — Disabled

Festrick Guast Accass

HELM\Systermi CurrentControlSethSaervices\Tcpirp

(] Disablad

ty Mansger —

Manage Keep-alive times:
(REG_DWORD) 300000

Telnet — Cisablad

HKLMYSystemySurrentSontrolSet, Services\ TopiphParametersiKeepaliveTime

Owval 1d
CWALSSO0221 3
OWALISOOZ1zE

evalicom.sscure-
slements:def: 9201703076

CWALSIO0ZZ4z49
CWALSPO0IZ21S
awalicarn. secure-
slermants:d=f: 9201703067
COwALSPO00411
CwWALSPOO022414

owalicom.secure-
elerments:def: 9201702023

SWALSSO041E
CUALSPOO0ZZZZ

COWALSPO00413

evalicom.sscure-
elerments:def: 9201702040

owalicom.secure-
elerments:def: 9201702013

owalicom.secure-
elerments:def: 9201703035
CWALSIO0ZZZE3
evalicom.sscure-
slements:def: 9201703003
cwALSPO041S
CWALSIO0ZZ1ZE

awalicarn. secur
leramtaidefioooli7o3011
cualicarn. secura-
slermants:def: 9201703070

owalicom.secure-
elerments:def: 9201703083

owalicom.secure-
elerments:def: 9201702049

owalicom.secure-
elerments:def: 9201703038

SWALSSOO0Z2432

owalicom.secure-
elerments:def: 9201703085

evalicom.secure-
slerments:def: 201702068

CWALSPO0IZ21S
SWALSSO0411S
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C5 EVM CommandCenter - Compliance Assessment Results - Microsoft Internet Explorer provided by Secure Elements, Inc.

Ele Edit View Favorites Tools Help ﬁ'
() Back [ [2] n| SO search o7 Favorites £ - i 3
Address 2:]https:,l',l'lD.Z.Z.11,I'CommandCenter,l'Faces,l'jsp,l'comp,l'eval,l'benchmarkTaskSummarv.jsp b aGo Links *
GOugh?v | |G| search ~ &) &‘fg @Ilzblocked AEE Check - EOptions B @'
S
Enterprise
Vulnerability Welcome CSevm_admin Logout LEsecurity feed
Management
[ Home [ Compliance [ Reports [ Assets Management [ ulnerability Management [ Remediation Management |
| Adapt Regulatory Standard | Perform Compliance Audit Evaluate Results

Compliance Home

Compliance Assessment Evaluation by Benchmark

Benchmark Applied By Start time Completion Status % of assets Score
o

Secure Elements Best Practices Benchmark cSevrn_admin Thu, 7 Sep 2006 05:35:02 PM GMT In Progress LB G oo %
) ' ' loe

Secure Elements Best Practices Benchrmark - Windows Server 2003 cSevrn_admin Thu, 7 Sep 2006 05:32:23 PM GMT In Progress ATD T 0.0 e
) : . o

Secure Elernents Best Practices Benchrnark - Windows Server 2003 cSevrn_admin Thu, 7 Sep 2006 08:32:08 PM GMT Mot Started AGD T | 0.0 9
) : ' o
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» Leveraged Many Man Years of SME from SE, CIS, DISA, NSA/NIST, etc.
» Enabled enterprise wide evaluation of assets on demand
> |dentified those assets that are out of compliance/vulnerable and why

» Memorialized what has been done in the database
» Report on it at will
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e Pareto's principle
— "for many phenomena 80% of consequences
stem from 20% of the causes."

 80% Use cases can be addressed by the
abstraction

« 20% Require getting out of the abstraction
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o = title (1)
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Name: Benchmark=NIST-800-68-53-WinXPPro_XCCDF_07072006_Alpha.xmlI#NIST-800-68-53-WinXPPro_XCCDF

Context:

The benchmark tag is the top level element representing a complete security
checklist, including descriptive text and test itens.
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Audit. Evaluate. Comply.

“It really is that simple”

Questions?



	Agenda
	Secure Elements Company Overview
	Product Overview
	Appreciation
	Context: Codification
	Codification - Checks by Platform
	Evolution of a XCCDF Benchmark
	C5 Command Center
	Deriving Benchmarks Through Adaptation
	Adaptation of the NIST Benchmark
	Adaptation of the NIST Rules
	Adaptation of the CIS Benchmark
	Adaptation of the CIS Rules
	Adaptation of the CIS Rules
	Adaptation of the C5 STIGS
	Adaptation of Tolerance of Rules
	Adaptation of the Secure Elements Benchmark
	Adaptation of the Secure Elements Profiles
	Adaptation of the Secure Elements Rules
	Reflection
	Vulnerability Scanning
	Vulnerability Scanning - Platforms
	Vulnerability Scanning – Rule Selection
	Rule Interrogation
	Vulnerability Scanning – Rule Selection
	Checkpoint
	OVAL Scanning
	Apply an OVAL Vulnerability Scan
	OVAL Scan Asset Selection
	Perform OVAL Scan
	 
	Vulnerability Detail
	Enterprise Vulnerability View
	Performing the Audit
	Dynamic Derivation of Applicable Benchmarks
	Perform the Audit
	Non-Technical Controls
	Compliance Home
	Compliance Benchmark Summary
	Compliance Profile Summary
	Compliance
	Compliance Report Generation
	Active HTML View
	Detailed Asset Compliance Report
	Enterprise Compliance
	Power Law – 80/20 “Rule”
	C5 Helium Content “Browser”
	C5 Helium
	Schema Awareness
	Profiles
	Simple Editing
	Editing
	Inter-Source Updating
	Inter-Source Updating
	Inter-Source Updating
	Inter-Source Updating
	Inter-Source Updating
	Inter-Source Updating

